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Decision/action requested

This paper discusses the need for a new SID in SA3 to study the security aspects of eNA.
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Rationale

SA2 has started the study of enablers for Network Automation (eNA) for the 5G System (5GS) Phase 2, which was approved at the SA#84 meeting in June, 2019[1]. TR23.700-91[2] shows the SA2 study results and is currently progressed to 55%. Looking at the proposed key issues and solutions in [2], there are several problems falling into the realm of SA3, for example, the privacy and integrity of collected UE data for analytics by NWDAF, and user consent for UE data collection, etc.
Besides, SA2 has sent SA3 an LS about the user consent requirements for analytics [3], asking SA3 to coordinate with SA2 and provide answers to user consent requirements for several scenarios of collecting and analysing UE related data.

Below are some extracts from the SA2 study [2] and the LS sent by SA2 [3], with observations justifying further study work for SA3 in Rel-17.
Extracts from SA2 TR 23.700-91
***************************************1st extract************************************************
5.1.5
Use Case #5: NWDAF supporting the detection of cyber-attacks
5.1.5.1
Description

Cyber-attacks can be efficiently detected by monitoring events and data packets in the UE and in the network with the support of NWDAF and machine-learning algorithms.

The UE and NWDAF collaborate with each other to detect the attacks that may occur in UE, RAN or Core Network.

NOTE:
Relevant parameters to be collected from UEs should be provided by SA WG3.

Attack detection alerts could be provided to OAM and 5GC NFs that have subscribed to them so that they could take proper action.

************************************************************************************************
Observation 1: NWDAF supporting the detection of cyber-attacks and related parameters collected from UEs fall should be considered by SA3.
***************************************2nd extract************************************************
5.1.2
Use Case #2: NWDAF supporting detection of anomaly events and helping in analysing its cause

5.1.2.1
Description

In Rel-16, NWDAF can provide abnormal UE behaviour analytics, as specified in TS 23.288 [5] clause 6.7.5. One area where NWDAF could help is in detecting abnormal behaviour in general, not only related to the UE. With the capability to collect different types of data already in Rel-16, the NWDAF could provide anomaly type of alerts to other network functions together with additional information on the possible cause for the anomaly, thus allowing for 5G service automation, or allowing for troubleshooting in general.

Some examples of anomaly events and information provided could be:

-
Congested cells analysis and a list of heavy users on the congested cells;

-
Signalling events anomaly per device type, per OS, per applications;

-
Signalling congestion events per network function.

Such anomaly events information could be provided to some network functions so that they could take proper action, e.g. to PCF to derive different policies, to AMF to apply different signalling parameters, etc.

************************************************************************************************
Observation 2: Anomaly events detection other than abnormal behaviour from UE should be further considered in SA3.
***************************************3rd extract************************************************
5.2.8
Key Issue #8: UE data as an input for analytics generation

5.2.8.1
Description

This key issue addresses whether and how to enhance the 5GS to support collection and utilisation of data provided by the UE in NWDAF in order to provide input information to generate analytics information (to be consumed by other NFs).

Where the network enhancements can be envisioned based on UE data provided to NWDAF, the following issues will be studied:

-
What type of information from the UE could be collected by the network (e.g. NWDAF) as input for analytics generation?

-
What types of analytics information could be provided by NWDAF to other NFs to leverage the data provided by the UE?

-
How frequently such data provided by the UE are to be shared with the NWDAF?

-
What are the triggers for the UE to provide data to the NWDAF as input for analytics?

-
How to ensure the integrity and Operator-level accessibility of UE-provided information in order to avoid using misleading or untrusted information in the network?

-
Whether there are privacy aspects that need to be considered, i.e. related to the information provided by the UE? If so, how to ensure privacy on collection and utilisation of UE data?

And finally,

-
How the NWDAF collects the UE's information (the method of collection of data)?

NOTE 1:
The method of collection of RAN impacting parameters from the UE will be investigated after the MDT work of TSG RAN is completed.

NOTE 2:
The study on type of information collected from the UE also considers the level of on-device processing needed on the data (if any) before collection by the network/ NWDAF.

NOTE 3:
The above studies consider already existing 3GPP procedures to collect data from the UE and leverage them whenever possible to avoid duplicated procedures.

NOTE 4:
Any privacy, integrity or accessibility aspects identified will be studied in coordination with SA3 (if needed) and will be considered for the evaluation of the solutions.

5.2.8.2
Requirements

The network is able to ensure the privacy, integrity, and Operator-level accessibility of the data provided from the UE.
The NWDAF is able to provide statistics or prediction information to other NFs to leverage the data provided by the UE.

There is no direct interface between the UE and the NWDAF.

This key issue shall only address how the 5GC can obtain information from the UE that is not already available at the network.

************************************************************************************************
Observation 3:  Privacy, integrity or accessibility aspects of UE data collection fall into the realm of SA3.

***************************************4th extract************************************************
5.2.15
Key Issue #15: User consent for UE data collection/analysis

5.2.15.1
Description
In Rel-16, standard has already specified operator can collect network data or AF data and do analytics based on it. However, user's consent of per UE data retrieving and user's consent of per UE data analysis are not discussed.
A user consent may be required for some or all the UEs based analytics information. However, how the user consent will be collected is up to the operator.

In this key issue, it is to discuss and specify:

-
How the user consent is provided to the relevant 5GC entities?

-
Which network entities will be involved in enforcing the user consent?

5.2.15.2
Requirements

User interrogation for user consent via signalling is out of the scope of this Key Issue.

Any solution or conclusion of this key issue shall be coordinated with SA3.
************************************************************************************************
Observation 4:  Solutions and conclusions of user consent for UE data collection/analysis fall into the realm of SA3.
***************************************5th extract************************************************
6.3
Solution #3: User consent for UE data collection

6.3.1
Description

6.3.1.1
General
To satisfy the requirement in Key Issue #15: User consent for UE data collection/analytics for privacy of some of the UE data, a User consent may be required for some or all the UE information. It is network operator's responsibility to collect and manage the User consent, if required, before initiating UE data collection and reporting by the UE. The user consent information can be considered as part of the subscription data.

Editor's note:
Coordination with SA3 is required.
************************************************************************************************
Observation 5: Solutions in the SA2 study are dependent on SA3 work.
***************************************6th extract************************************************
LS on user consent requirements for analytics
1. Overall Description:

As part of Rel-17 study on Enablers for Network Automation for 5G - phase 2 (FS_eNA_Ph2), SA2 have agreed to study user consent for UE data collection/analysis, as per Key Issue #15 “User consent for UE data collection/analysis” from TR 23.700-91. FS_eNA_Ph2 TR also contains a proposal for a solution (solution #3) for user consent for data collection. During the discussion, the need for coordination with SA3 was emphasized.

The user consent for analytics functionality has not been specified in Rel-16, although in Rel-16 already the NWDAF is providing UE related analytics, based on information it collects from 5GC NFs, from AFs and from OAM. 

SA2 is aware that there is a user consent parameter defined for MDT functionality, allowing the user to express his/her consent for MDT based measurements. Measurements via MDT are already a possible source of input for NWDAF in Rel-16, but SA2 may specify other mechanisms to retrieve data from the UE if these data cannot be accessed via MDT.

In relation to analytics, SA2 would like to ask SA3 to clarify user consent requirements beyond existing requirements for MDT:

· When Network operator owned NWDAF collects input data from the UE; 

· When Network operator owned NWDAF collects UE related data from network functions in the same network; 

· When Network operator owned NWDAF derives UE related analytics out of UE input data or out of network functions input data; 

· When these UE related analytics are used by network functions in the same network; or

· When these analytics are intended to be shared with an external AF, i.e. outside the operator domain.

2. Actions:

To SA3 group.

ACTION: 
SA2 kindly ask SA3 to provide answers to SA2 questions on user consent requirements for analytics.

************************************************************************************************
Observation 6: SA2 expects answers from SA3 on user consent requirements for analytics.

4
Conclusion and detailed proposal

Based on the above observations, it’s obvious that SA3 has to launch a study to solve the security issues found by SA2. The SA2 study needs inputs and conclusions from SA3 to become complete. To avoid delay of the Rel-17 work on enablers of network automation for the 5G system, it is important for SA3 to start the study as soon as possible.
It is proposed for SA3 to approve the new SID in S3-201784.
